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Introduction clusil/

The Internet of Things (loT) refers to the ever-growing
network of physical objects that feature an IP address for
Internet connectivity, and the communication that occurs

between these objects and other Internet-enabled devices
and systems.

KEVIN ASHTON

Coined the term Internet
of Things back in 1999.
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Introduction clusil

The Internet of ransomware things... 30 BUCKS IN
@ BITCOIN, OR NEXT
e - SMOKE, T WGHT
HUNGRY? ONTIL YoU S JUST LET YOU
PAY UP AND SEND MOHEY 20 BUCKS SLEEF.
Il UNLOCK TO MY IN MY PAYPAL THE NEXT TIME
MY DOOR/ HACKERS. ACCOUNT YOU LEAVE, IT’LL MY ALARM
Il BE COST You 100 SYSTEM IS
4 MHHE ;I;;E BUCKS TO GET GOING TO G0
_ Lo B BACK INTO THE OFF RANDOMLY
|- aor | | | Reimiimits i ecieia
. gteing UNLESS YOU
—

I'M TURNING
OFF THE
HEAT UNTIL
YOU WARM UP
MY BANK

HACKER #1100
OR I'LL REVERSE |

OMLY TO TAKE
TOU TO YOUR
BAMNK TO MAKE

IF YOU DON'T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

I1L TELL EVERYONE
ON YOUR SOCIAL
METWORE THAT ¥YOU

WERE STUPFID ENOUGH

TO BUY AN INTERMET-

CONNECTED BROOM/

ISED Days 28/04/2017 4



I Am The Cavalry

New: How IoT is “different”

Adversaries Different adversaries with different motivations and
capabilities

O ECLITE RO @ PTG Life & Limb, Physical Damage, Market

Stability/Confidence, National Security

00 R B a0l Al Operational contexts can be quite different. Migratory,
Perimeter-less, Inaccessible, Difficult to patch/replace

Composition of Goods Differences in Hardware, Firmware, Software stacks

Margins, Buyers, Investors, Costs of Goods, etc

Time-to-Live (TTLs), R&D Cycles, Response Times

[{ https://www.amthecavalry.org
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Examples of 10T clusil/
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« Smart Home e Automobiles

« Smart Cities e Transport Systems

. Smart Devices « Manufacturing

e Smart Meterin
« Wearables J

 eHealth
SMART THERMOSTATS CONNECTED CARS ACTIVITY TRACKERS SMART OUTLETS PARKING SENSORS
% BASIS & belkin STREETLINE

nest =3 -
29 =
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Security Considerations clusil/

5 2 The market can't fix this because
neither the buyer nor the seller
cares

Massive DDoS Attack

Spotify, Twitter, Github, Etsy, and More Go Offline
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|OT Expands Security Needs  clusil/
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Increased Attack Surface

Threat Diversity

Impact and Risk

Remediation

Protocols

Compliance and Regulation

Converged Resilience : Distributed Application
Managed at scale Security Intelligence Enablement
Network
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Security Considerations clusil/
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loT Security Threat Map

NOISY loT SECURITY
ENVIRONMENT CONTROL SYSTEMS
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v Licensing and spectrum management

Ensure spectrum is available for a wide range of 10T applications, at short and long
range, in licensed and unlicensed bands.

v' Switching and roaming

Encourage development of SIMs and mobile network accounts suitable for large M2M
users, roaming mobile devices, and fixed devices in areas of poor reception

v Addressing and numbering
Large address space needed for globally addressable things

v Competition
Ensure competition regulators have capability to monitor 0T markets for abuses of
dominant positions. Provide institutional mechanism for ongoing review of laws and
regulations for impact on loT competitiveness.

v’ Security and privacy/
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Security and Privacy clusil/

/SECURITY/ LUXEMBOURG

Goal

v Significantly reduce security vulnerabilities in 10T systems,

v" Encourage security and vulnerability patching of devices.

v' Smart city vulnerabilities can be hard to fix due to legacy systems, but present significant safety issues
(e.g. in traffic lights).

v Ensure individual control of profiles, which can be used to infer sensitive personal information, such as
medical disorders.

v" Reduce potential for discrimination in employment, financial and healthcare services.

Best practice

v

v

Ensuring security and privacy from outset of 10T system design process.
Development of co-regulation by all stakeholders to protect security and privacy.

Further development of privacy and consumer protection rules to ensure security testing of IoT systems

that process sensitive personal data.
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Security and Privacy Measures clusil/

v

v

AN

X X X

Incorporate Security at the Design Phase
Promote Security Updates and Vulnerability Management
Build on Recognized Security Practices

Prioritize Security Measures According to Potential Impact

Promote Transparency across loT
Connect Carefully and Deliberately

Development of further guidance for privacy requirements

v PIA, data minimisation,

v' Collaboration telecoms and DP agencies
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OWASP clusi /

Open Web Application INFORMATION / SECURITY / LUXEMBOURG
Security Projact

OWASP Top 10

v Insecure Web Interface
v Insufficient Authentication/Authorization
v Insecure Network Services
v' Lack of Transport Encryption
v Privacy Concerns

v Insecure Cloud Interface

v Insecure Mobile Interface
v Insufficient Security Configurability
v" Insecure Software/Firmware

v' Poor Physical Security
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All elements need to clusil/
be considered

v' The Internet of Things Device

v" The Cloud

v" The Mobile Application B

v" The Network Interfaces ’ \2
v The Software _#

v Use of Encryption

v Use of Authentication
v' Physical Security

v USB ports
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Regulations clusil/

 Data Protection and Privacy
« Communications Law
 Cyber Security

« Cybercrime

* Intellectuel Property Law

« Consumer and product liability law
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Regulations clusil/
General [rme

Privacy by default

Data Data Portability

. Encryption, anonymisation
Protection e
Regulation

EU ePRIVACY RE!

A
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Regulations clusil/

The Network and information
Security Directive

Want to take part?

Fhape BU Cybersecurity
* @ELL_TrustSec W e
HHIS

Mw]c5= ]
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Regulations clusil/

“. AIOTI

ALLIANCE FOR INTERNET OF THINGS INNOVATION

The overall goal of the establishment of the AIOTI is
the creation of a dynamic European IoT ecosystem to
unleash the potentials of the I0oT. This also offers an
opportunity to discuss policy obstacles to further IoT
take up, and to forge consensus.

WG4 makes Policy recommandations on:
- Privacy

- Security

- Liability

- Net Neutrality

ISED Days 28/04/2017 19




Regulations clusil/

U.S. Department of Homeland Security

STRATEGIC
PRINCIPLES FOR

SECURING THE
INTERNET OF THINGS Eemilasid
(loT) Wl Sccurity

Prioritizing |0T Security
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Regulations clusil/

Proposal for a
DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

establishing the European Electronic Communications Code

* Increased competition

Body of European Regulators

« Stronger Consumer Protection for Elecironic Commuriatons

BEREC

» Better use of radio frequencies

A safer online environment

Modernisation of current telecoms rules to drive investment !
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Regulations clusil/

Challenges for
Competition Policy in

a Digitalised Economy

Study for the ECON Committee

22
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Thank You
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